Internet Law

Ethics frequently concerns itself with values and practices of professionals.

Currently there are a number of critical issues confronting those who work within electronic environments.  These include the ownership of intangible data or intellectual property, the role of privacy in a virtual world without walls, locks or doors, the extent to which freedom of expression should be allowed, the uses of data, including methods of collections and the special status of children who log onto digital networks.

Consumer Protection at the FTC (Federal Trade Commission), there is a section on E-Commerce & the Internet http://www.ftc.gov/bcp/menu-internet.htm
Privacy is the right to be left alone.

Privacy within Digital Contexts

Information plays a pivotal role in the concept of privacy as well as that of marketing and E-Commerce.  It’s not surprising that there are conflicts about how data should be collected and used.

AMA (American Marketing Association) states that, “information collected from customers should be confidential and used only for expressed purposes.”

In the spring of 2000, DoubleClick, an on-line advertising firm, captured the attention of the media, the government and the public by engaging in an effort to collect and compile large amounts of personal consumer information.

DoubleClick established a system of over 11,000 web sites that carry advertising that carry ads that when clicked, enabled users to visit product sites.  The system recorded the responses, known as clickstreams, within its databases.  The clickstream information is then available to form a user profile, allowing the transmission of individually targeted advertising.  Users are not required to give their ACTIVE consent to this collection.  DoubleClick has reportedly accumulated 100,000 online profiles.  DoubleClick then acquired Abacus-Direct which specialized in the acquisition of offline consumer data and had amassed an electronic list that included names, addresses and buying histories of a large percentage of US households.  They were going to merge these two lists and put real identities with DoubleClicks list.  An FTC complaint was filed and this was stopped.  This controversy illustrates several significant aspects of the online privacy controversy.  We now have opt-in and opt-out options on surveys and forms.  

The most common way used to gather information is with a cookie.  Cookies are packets of data that are created within the hard drive of a user’s computer in response to instructions received from a Web page.   Once stored, they can be retransmitted from a user’s computer to a pertinent Web site.  Cookies serve many purposes: they handle on-line information, store sales information, creating such features as shopping baskets to hold purchases or suggest up-sale items.

Privacy in E-Mails
Electronic Communication Privacy Act (ECPA) has created guidelines for Web Privacy.  Under US law, users who operate e-mail accounts on private services are generally assured of their legal privacy through service agreements.  However, the opposite condition applies to employees who use their organizations’ computers or networks to communicate.  Here the law generally extends no expectation of privacy to workers, particularly those employed by nongovernmental entities.

